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Market Trends in 2024

Quantum computing is emerging as both a promising technology and a
looming threat to cybersecurity. With the potential to break current
encryption methods, cybersecurity experts are increasingly focused on
post-quantum cryptography to prepare for the challenges this technology
might bring.

The rise in supply chain attacks, exemplified by incidents like the SolarWinds
hack, has heightened awareness around third-party vulnerabilities.
Companies are more vigilant about their external partners' cybersecurity
practices.
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Governments worldwide are adopting stricter cybersecurity legislation. The
EU is enforcing new rules through the NIS2 Directive, while the US has

o introduced CIRCIA (Cyber Incident Reporting for Critical Infrastructure Act).

As data privacy concerns grow with global regulations like GDPR, CCPA, and
other regional frameworks, businesses need to align cybersecurity with data
protection. The rise in cross-border data transfers has made this even more
complex.

Al and machine learning tools are increasingly used to identify
vulnerabilities and predict cyberattacks before they occur. However,
adversarial Al is also becoming more prominent.

As companies realise traditional perimeter-based security models are no

longer sufficient, Zero Trust Architecture (ZTA) is becoming a widely @
adopted security framework. This approach requires all users, both inside and

outside the organisation, to be continuously verified before accessing I;iy
network resources.

Notable Transactions
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Target Buyer Date Target Subsector Buyer Subsector Deal Value
I:I 12-Sep-24 Threat Intelligence Payment $2.65bn
R mastercard >eP € Processor 0eD
S 05-Sep-24 IL,L(;‘:SCR?;’ CRM $1.9bn
Announced Cloud Data ) . E
Acronis 07-Aug-24 Protection Private Equity c. S4bn
;{g;<c:g§!\.ﬂ§ PERMIRA  24-Jul-24 %tlc(;ur:jq Private Equity $2.38bn
- - Private Content ) C S456m
i . = |3PREL INSIGH'T ]- - driv, D /
Kitewcrks £ [, NSIGH 28-Jun-24 Network (PCN) Private Equity Desclopment cantil
AP irv
noname @ 25-Jun-24 A[Pllftef(c)lrjr;[} Cloud Security S450m
W Venafi - CYBERARK' 19-May-24 chg;;&(i?;nmy Identity Security S1.54bn
(¥) ZEROFOX H HAVELI 13-May-24 Threat Intelligence Private Equity S350m
BLACK FP . 06-May-24 Opseenc’tsl;)i‘s;ce Private Equity S2.1bn
DARKTRACE A8 THOMABRAVO 26-Apr-24 Cybersecurity Al Private Equity S$5.3bn
Gem W|Z+ 10-Apr-24 Cloud Security Cloud Security $350m
S\ Nar Automated Testing Network Testing -
Ospirent ANV KEYSIGHT 28-Mar-24 & Assurance Solutions S1.47bn

“Source: Reuters



https://www.reuters.com/markets/deals/swedens-eqt-acquire-majority-stake-swiss-acronis-2024-08-07/
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H1-24 Cybersecurity M&A Deal Activity Most Acquisitive Buyers
As at 13/09/24
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<00 'l I 1ol I I Founded in MCap $194bn  San Jose, USA 90,000+
CISCO 1984 HQ employees
Y 400 g
E = Notable acquisitions: splunk> ) sovaent JORT & panoptica
= 300 =
= § Foundedin $160bn AUM Chicago, USA 120+
l' THOMABRAVO 1980 [} employees

Notableacquisitions: ~ DARKTRACE (D osirium  [MIMAGNET £ rorgerock

2021 2022 2023 2024YTD

mm Deal Deal Val
eal Count eatvalie CARLYLE Foundedin  $435bn AUM  Washington DC, 2,200+
1987 USAHQ employees

H1-24 Cybersecurity Fundraising Deal Activity Aadolus

As at 13/09/24 Notable acquisitions: via EXIGER

N neverHack  ManTech.

500 468
Foundedin MCap $213bn Dublin, Ireland 750,000+

43) >
400 366 !2] 9‘ accenture 1989 HQ employees
300 Notable acquisitions: ”}RBDRHHJSG |nn0tec SECURITY mm
200 SIS :
$9.0 /4 Foundedin  $81bn AUM London, UK 480+
100 570 PERMIRA 1985 HQ employees
Notable acquisitions:  =3:BioCatch & CONSIGAS

2020 2021 2022 2023 2024YTD
Source: Pitchbook mmmm Deal Count Deal Value Note: Acquisitions completed over the last 2 years
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Public Comps Sector Valuations Over Time

As at 13/09/24
31.3x
. TTM EV/Revenue over the last 5 years
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: 6.8x ’/\,./\ 4
Network Endpoint Access Application
Securit Protection Management Securit 0.0x
Y 9 Y Sep-19 Sep-20 Sep-21 Sep-22 Sep-23 Sep-24
mmm EV//Revenue = E\//EBITDA _ _
L Evesvenve WediE - == EV/EBITDA Median Network Security Endpoint Protection
Access Management Application Security

Recent CEO Commentary

TTM EV/EBITDA over the last 5 years

" would like to start today's remarks with my apology to everyone impacted by
our Channel File 291 incident [...]. The July 19th incident starts a new chapter for 60.0x
N CrowdStrike, one focused on ensuring that cybersecurity's best Al platform for
N, SOC operations, protection, visibility, response, and automation is also
CROWDSTRIKE cybersecurity's most resilient platform with built-in redundancy modes, new
content controls, and enhanced safeguards we've immediately addressed 40.0x

learnings from the incident and will continue to apply and evolve these lessons

into our future™ - George Kurtz, CEO Q22025 Earnings Call, 28-Aug-2024 /_,\ s \/\/J
" . . e 20.0x ‘/
Adversaries are leveraging Al capabilities to broaden attacks, better target
organizations, and scale their malicious activity beyond the capabilities of
defenses that relies solely in humans. This environment, paired with an ever

more challenging threat landscape and a complex set of point products that are 0.0x
not well integrated or even coordinated, is driving a growing need for

- Sep-19 Sep-20 Sep-21 Sep-22 Sep-23 Sep-24
platformization..” - Nikesh Arora, CEQ Q4 2024 Earnings Call, 19-Aug-2024
Network Security Endpoint Protection
SoUrcelEitehbooY Access Management Application Security
Peer group constituents are Network Security: Palo Alto Networks, Rapid7, Check Point Software Technologies, Fortinet, and Zscaler; - Pitch K
Endpoint Protection: CrowdStrike, SentinelOne, Trend Micro, Gen Digital, F-Secure, and Darktrace; Access Management: CyberArk, OKta, Source: Pitchboo

Thales, and Secunet Security; Application Security: Synopsys, Open Text, Qualys, and Tenable
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Leadership

. Select Ciesco Deals

rears of leading Ciesc = Y, — Z 0 e —
years of leading Ciesco s=|!-|_=uhr4|=ﬂ1: j + bq nxgﬂ e —
20 - . M McCANN G SELL SIDE ADVISORY - ENTERPRISE SOFTWARE / GLOBAL SOFTWARE GROUP
years of corporate leadership W
>
Board Advisory Member: QPalantir  accenture : MODCO .=
' ©caverainc e ==
Chris Sahota
Founder & CEO BUY SIDE ADVISORY - DIGITAL MARKETING / MEDIA AGENCY
Sector Team
13+ . A gé-\\ 2
years of Investment Banking r 20 +, ) AAnUSHEND Za LDC Za
CXDCHCHCC years of cexperience
- SELL SIDE ADVISORY - ENTERPRISE SOFTWARE / PRIVATE EQUITY
>£7bn ‘ SaaS
deal value executed : ; Enterprise Sales Expert .
© cognite S vespa Capitallll €
Jma DC Delinea Forcepoint
Ateesh Srivastava Matt Bruun 7 Symantec SELL SIDE ADVISORY - SERVICES / PRIVATE EQUITY
Managing Director Senior Advisor
— = Nz == Nz
6+ 2+ MediaSense 21 APIARY 21
years of experience years of experience BUY SIDE ADVISORY - CONSULTING / PRIVATE EQUITY
MSc | ' BSc _ _ _ _
Corporate Finance g Accounting & Finance Our team has built strong relationships and worked with
[ transformative Technology businesses:
[G STIFEL &y
Jack Andrews William Oldcorn QPalantir  accenture M ParentPayGroup SimCorp
Associate Analyst

Contact us: Cyber@ciesco.com v texthelp eI

NETZKERN
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Disclaimer

The views presented in this document are for discussion purposes only. Ciesco Limited
("Ciesco”) is not advocating any of the courses of action presented in it, which are being
presented solely to illustrate a range of available options. This analysis is presented on the
understanding that, apart from showing this document to those of your officers, employees
or aavisers who are engaged in reviewing it on your behalf, its contents will nhot be
reproduced, redistributed or passed on, directly or indirectly, by you to any other person or
published, in whole or in part, for any purpose without the written permission of Ciesco.

This document does not constitute or form part of any offer for purchase sale or
subscription of, or solicitation or invitation of any offer to buy, sell or to subscribe for, any
securities nor may it or any part of it be relied on in connection with any contract or
commitment whatsoever.

This document has not been approved for the purposes of section 21 of the Financial
Services and Markets Act 2000. This document is not intended to be distributed or made
available in the United Kingdom except to persons having professional experience in matters
relating to investments for the purpose of Article 19 of the Financial Services and Markets
Act 2000 (Financial Promotions) Order 2005. If you do not have professional experience in
matters relating to investments you should not act or rely on it, and you should return this
document to Ciesco. The distribution of this document in other jurisdictions may be
restricted by law, and persons into whose possession this document comes should inform
themselves about, and observe, any such restrictions. By accepting this document you agree
to be bound by the terms of this notice.

This document has been prepared from information which is believed at the date of this
document to be reliable. Phrases like "Ciesco expects’ "Ciesco believes"’, "Ciesco anticipates”
and similar phrases do not constitute warranties or guarantees of any kind, express or
implied. The information in this document is subject to change without notice. Ciesco
undertakes no responsibility or obligation to provide you with any additional information or
to update the document or to correct any inaccuracies in it that may become apparent.
Ciesco expressly disclaims any and all liability for representations or warranties, express or
implied, contained in, or for omissions from, this document or any written or oral
communication concerning it or its subject matter transmitted or made available to any

person.

Ciesco Limited retains the right to request the return of this document at any time.

O ciesco

O ciesco

156-158 Buckingham Palace
Road
London, SWIW 9TR
United Kingdom

https://www.ciesco.com

#NavigateTheFuture
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