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Market Trends in 2023

Remote working cybersecurity risks are on the rise as 40% of the 
workforce in the UK work from home at least one day a week

The expanding Internet of Things (IoT) creates more opportunities for 
cybercrime - by 2026 there will be 64 billion IoT devices around the world

Ransomware remains a growing threat as there are now over 120 separate 
families of ransomware, with adept hackers able to hide malicious code

Increased adoption of cloud services has resulted in an increase in cloud 
security threats with 39% of businesses experiencing a data breach in their 
cloud environment in 2022

Continued rise of artificial intelligence (AI) makes for stronger defense 
mechanisms but simultaneously more sophisticated cyberattacks

Social engineering attacks are the most common form of cyber attack and 
are getting smarter requiring more attention from cyber security firms 

Target Buyer Date Target Subsector Buyer 
Subsector Deal Value

22-Nov IT Infrastructure
(US)

Sem-
conductors

(US)
$69.0bn

21-Sep Data Security
(US)

Networking and 
Software 

(US)
$28.0bn

01-Feb
Cybersecurity 

awareness
(US)

Private Equity
(US) $4.6bn

04-Dec
Application & Data 

Security 
(US)

Advanced 
Technologies

(France)
$3.6bn

G2CI
29-Sep

Public Sector 
Cybersecurity 

(US)

Private Equity 
(US) $2.5bn

23-Aug
Access 

Management 
(US)

Private Equity 
(US) $2.3bn

07-May SaaS Analytics
(US)

Private Equity
(US) $1.7bn

06-Jul Threat Intelligence
(US)

Private Equity
(US) $1.3bn

26-Jul
Endpoint 

Protection
(Canada)

Private Equity
(US) $870m

21-Dec
Networking, 
Security & 

Observability (US)

Networking & 
Software 

(US)
$650m
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Notable Transactions in 2023



Ciesco Sector Spotlight | Cybersecurity

287

368

457
439

380

$7.2
$8.6

$21.9

$13.9

$6.6

0

5

10

15

20

25

0

100

200

300

400

500

2019 2020 2021 2022 2023

T
h

o
u

sa
n

d
s

Deal Count Capital Invested

426
307

511
492

375

$31.0
$20.0

$59.4

$74.8 $112.9

0

50

100

150

200

0

150

300

450

600

2019 2020 2021 2022 2023

T
h

o
u

sa
n

d
s

Deal Count Capital Invested

Most Acquisitive Buyers in 2023Cybersecurity M&A Deal Activity
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Cybersecurity Fundraising Deal Activity

San Jose, USA 
HQ

Founded in 
1984

Notable acquisitions 
in 2023:

Notable acquisitions 
in 2023:

Notable acquisitions 
in 2023:

Notable acquisitions in 
2023:

Dublin, 
Ireland HQ

Founded in 
1989

London, UK 
HQ

Founded in 
1985

New York, USA 
HQ

Founded in 
1985

MCap $203bn 99,500+ 
employees

733,000 
employee

s

MCap $243bn

480+ 
employee

s

$81bn AUM

350+ 
employees

$1tr AUM

Source: Pitchbook

Notable acquisitions 
in 2023:

Chicago, USA 
HQ

Founded in 
1980

90+ 
employees

$131bn AUM
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Endpoint 
Protection

Access 
Management

Application 
Security

Network 
Security

9.3x

33.7x

Access Management

Endpoint Protection

Application Security

Network Security

Peer group constituents are Network Security: Palo Alto Networks, Rapid7, Check Point Software Technologies, Fortinet, and Zscaler; 
Endpoint Protection: CrowdStrike, SentinelOne, Trend Micro, Gen Digital, F-Secure, and Darktrace; Access Management: CyberArk, Okta, 
Thales, and Secunet Security; Application Security: Synopsys, Open Text, Qualys, and Tenable

Public Comps Sector Valuations Over Time

Source: Pitchbook
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Source: Pitchbook

Recent CEO 
Commentary

As at 16/02/24

Access Management

Endpoint Protection

Application Security

Network Security

For over a decade, Fortinet has used machine learning and AI to provide 
advanced threat intelligence across more than 40 products from network, 

endpoint, and application security.   Ken Xie, CEO 
Q4 2023 Earnings Call, 06-Feb-2024

Heightened geopolitical tensions are driving significant national state activity 
with national infrastructure being targeted. Successful breaches and 
ransomware attacks are being perpetrated across many industries with few 

repercussions for the bad actors.   Nikesh Arora, CEO 
Q2 2024 Earnings Call, 20-Feb-2024

AI technology has been and remains a key tenant of our strategy. Not only this 
powerful AI and deep learning technology power are core security engines, but 
we are now bringing AI to the forefront to make our products more interactive 

and intuitive.   Vincent Pilette, CEO Q3 2024 Earnings Call, 01-Feb-2024
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Ciesco Experience
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Our team is proud to have worked with transformative 
businesses across the Technology landscape:

SELL SIDE ADVISORY - 
ENTREPRISE 

SOFTWARE / GLOBAL 
SOFTWARE GROUP

Sold to

SELL SIDE ADVISORY 
HEALTHCARE 

SERVICES/ PRIVATE 
EQUITY

Sold to

Contact us: Cyber@ciesco.com 

SELL SIDE ADVISORY
CYBERSECURITY / 
PRIVATE EQUITY

Sold to

William Oldcorn
Analyst

Jack Andrews
Associate

Leadership

Matt Bruun
Senior Advisor

Ateesh Srivastava
Managing Director 

Chris Sahota
Founder & CEO

Sector Team

>£7bn
 deal value executed

20+ 
years of experience 

SaaS 
Enterprise Sales Expert

6+ 
years of experience 

MSc
Corporate Finance

2+ 
years of experience 

BSc
Accounting & Finance

13+ 
years of leading Ciesco 

20+
years of corporate leadership

Board Advisory Member:

BUY SIDE ADVISORY  
SECURE DATA 

SOLUTIONS / PRIVATE 
EQUITY

Sold to

SELL SIDE ADVISORY 
MEDIA CONSULTING/ 

PUBLIC COMPANY

Sold to

13+ 
years of Investment Banking 
experience 

M&A AND REFINANCING  
PEN TESTING / IT 

MANAGED SERVICES

mailto:Cyber@Ciesco.com
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The views presented in this document are for discussion purposes only. Ciesco Limited 
Ciesco  is not advocating any of the courses of action presented in it, which are being 

presented solely to illustrate a range of available options. This analysis is presented on the 
understanding that, apart from showing this document to those of your officers, employees 
or advisers who are engaged in reviewing it on your behalf, its contents will not be 
reproduced, redistributed or passed on, directly or indirectly, by you to any other person or 
published, in whole or in part, for any purpose without the written permission of Ciesco.

This document does not constitute or form part of any offer for purchase, sale or 
subscription of, or solicitation or invitation of any offer to buy, sell or to subscribe for, any 
securities nor may it or any part of it be relied on in connection with any contract or 
commitment whatsoever. 

This document has not been approved for the purposes of section 21 of the Financial 
Services and Markets Act 2000. This document is not intended to be distributed or made 
available in the United Kingdom except to persons having professional experience in matters 
relating to investments for the purpose of Article 19 of the Financial Services and Markets 
Act 2000 (Financial Promotions) Order 2005. If you do not have professional experience in 
matters relating to investments you should not act or rely on it, and you should return this 
document to Ciesco. The distribution of this document in other jurisdictions may be 
restricted by law, and persons into whose possession this document comes should inform 
themselves about, and observe, any such restrictions. By accepting this document you agree 
to be bound by the terms of this notice.

This document has been prepared from information which is believed at the date of this 
document to be reliable. Phrases like "Ciesco expects", "Ciesco believes", "Ciesco anticipates" 
and similar phrases do not constitute warranties or guarantees of any kind, express or 
implied. The information in this document is subject to change without notice. Ciesco 
undertakes no responsibility or obligation to provide you with any additional information or 
to update the document or to correct any inaccuracies in it that may become apparent. 
Ciesco expressly disclaims any and all liability for representations or warranties, express or 
implied, contained in, or for omissions from, this document or any written or oral 
communication concerning it or its subject matter transmitted or made available to any 
person. 

Ciesco Limited retains the right to request the return of this document at any time.

#NavigateTheFuture

https://www.ciesco.com

156-158 Buckingham Palace 
Road

London, SW1W 9TR
United Kingdom
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